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DISCLAIMER

The views and conclusions expressed in this
document are those of the author. They are
not intended and should not be thought to
represent official ideas, attitudes, or
policies of any agency of the United States
Government. The author has not had special
access to official information or ideas and
has employed only open-source material
available to any writer on this subject.
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This document is the property of the United
States Government., It is available for
distribution to the general public. A loan
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(AUL/LDEX, Maxwell AFB, Alabama, 36112) or the
Defense Technical Information Center. Request
must include the author's name and complete
title of the study.
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other research reports or educational pursuits
contingent upon the following stipulations:

-~ Reproduction rights do not extend to
any copyrighted material that may be contained
in the research report.

-- All reproduced copies must contain the
following credit line: "Reprinted by
permission of the Air Command and Staff
College."”

~- All reproduced copies must contain the
name(s) of the report's author(s).
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does not extend to copyrighted information or :
material, The following statement must o
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PREFACE

Advances in microtechnologies have resulted 1n
electrical components with increased capability, reduced
welight and size, low operating power requirements, and many
other advantages. Along with these advantages comes the
disadvantage of increased sensitivity of these electrical
components to the damaging effects of electrostatic
discharges (ES[) . Some private companies have developed
comprehensive ESD contral programs which effectively deal
with the ESD threat. In fact, these companies have enjoyed
a cost savings 1n the millions of dollars for their efforts.
Unfortunately, the Air Force has no such comprehensive ES[

control program. This is attributable, 1n part, to a
failure of Air Force personnel to recognize the si1gnificance
of the ESD threat. This is particularly true of Senior Air

Force leadership. The purpose of this paper 1s to document,
1in layman’s terms, a case for a comprehensive ESD control
program in the Air Force. The author wishes to thank his
advisor, Major Eugene F. Leach, who gave him a long leash
yet a firm bhand for guidance. Also, a word of gratitude for
the many people who contributed to the contents of this
paper. Special thanks to Mr. Danial J. Burns, Rome Air
Development Center; Mr. Steven C. Gerkin, Aerospace Guidance
and Metrology Center; and Captain Jeffrey M. Cukr,
Headquarters, Air Force Logistics Command. Finally, but not
least, this paper is dedicated to my wife, Sabrina, for her
loving encouragement and patience.
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g I. Furpose: To document, in layman’s terms, a case for a <4
comprehensive electrostatic discharge (ESIN) control program in N
:) the Air Force. 7
" I1. Froblem: The Air Force has no comprehensive ESD control ::;
- program which effectively deals with the threat of ESD and .
, ::. prevents damage to sensitive electronic systems, subsystems, and ~
A equipment. S
¥y N
y II1I. Data: Advances in microtechnologies have resulted in
ey electrical components with increased capability, reduced weight
‘ 2 and size, low operating power requirements, and many other :L
o advantages. Unfortunately, these advances in microtechnology )
v have resulted in electronics with increased sensitivity to ESD 0
g . voltages as low as 20 volts. This low threshold for damage is )
s significant since a technician can generate from 100 to 3%,000 5
ot volts while performing maintenance. Now days, over &0 percent of ::
‘_h the microcircuits produced are ESD sensitive. Experiences of o)
‘o private industry have proven that comprehensive ESD control :
: programs, using special packaging materials and handling Y
W procedures, can significantly reduce the impact of ESD on 1)
- component retiability and life cycle costs. For example, the "3
.‘n} Lockheed Missiles and Space Company enjoyed a cost saving in 7]
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CONTINUED

excess of 6,000,000 over a four year period from the
implementation of ESD controls. The Western Electric Company
realized a 2300% return on their investment following their
establ ishment of a comprehensive ESD control program. The Air
Force currently has no effective ESD control program. A
grass—roots effort to control ESLH does exist within the Air
Force, but it is unorganized and ineffective. Further, the
weakness of this effort exists because there is no unity of
actions to standardize and enforce control procedures, and allow
for an exchange of information. The absence of a comprehensive
Alr Force ESD control program is attributable, in part, to a
failure of Air Force personnel to recognize the significance of
the ESD problem. More importantly, Senior Air Force leadership
has yet to be advised of the cost and mission impact of the ESD
problem. An analysis conducted by the Air Logistics Center in
San Antonio, Texas, has shown that annual support costs can be
reduced by 20-50 percent through the implementation of effective
ESIH controls. In dollars and cents, a 20 percent reduction in
support costs represents a savings of ¥#¥4.1 million/year/Air
Logistics Center. The urgency of establishing effective ESI
controls within the Air Force only increases with the continued
acquisition of new systems, such as the EB-1 bomber and
FFeacekeeper missile, which are heavily laden with ESD sensitive
components. BRased on the lessons learned in private industry,
the best way for the Air Force to combat ESD is to establish
centralized control of an Air Force wide ESD control program.
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IV. Conclusionss: Many Air Force electrical components are
sensitive to ESLH. As the trend in microelectronics continues,
the number of ESD sensitive components will increase
si1gnificantly. The Air Force‘s failure to keep pace with changes
1in technology and effectively deal with the ESD threat have
resulted in unnecessary costs in the millions of dollars and a
decrease in component reliability. If the Air Force is to
effectively combat the ESD threat, a comprehensive Air Force ESD
control program must be developed and implemented.

V. Recommendations: The Air Force should establish an office of
primary responsibility for ESD control at the Air Staff level.
The establishment of such an office would serve to minimize the
1impact of ESD on component reliability, operational effectiveness
and li1fe cycle costs by providing centralized control of an Mir
Force wide problem. This office would be manned by experienced
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Chapter One

INTRODUCT I OMN

STATEMENT OF FROELEM

Fecernt adveances n microtechnologr have revolutionrzes 77 -
slectrarnrcs (ndustr». A computer that, in (%532, took J00 zg.=27+«
feet to store | million characters has been replaced b» the
computers of todas which store the same number of characters -r -
computer chip 174" square (28:3). Unfortunately, these adusnoe:
vn omicrotechnology have resulted in electromics with 1ncreased
sers i tivity to electrostatic discharge (ESD). Within the ~r
Force no comprehensive ESD control program has been developed to
sddresz3z thece chang in technology and prevent dasmage to EZC

€3

biue electronic

i
m

t cystems, subsystems, and equipment. Th,
sttr putstle, .n part, to a failure of Air Force pereonnel tao
e the significance of the ESD problem. Test procedur

recogn! 2 ez
rave been deuveloped to identify ESD senmsitive components and the
are prezent!y 1n force in procurement documents. Included ars
provisions for zpecial packKaging of sensitive components to
prevent damage tv ESD exposure. However, parts must be prot

r
[
-
¢

.
T
[C I

be.ond the supply charnel. The Air Force must make an honest a0
'r depth assezement of the ESD threat in its ocperaticnal and
reps.r environment. Thiz assessment s needed to gQauge the =cZope
2+ an. ¥uture ESD control program. In 1¥83, a2 private compan:
propozed an ESD impact study (22:1), but it was rejected, T
Jate, funding limitations and an unwillingness

s to initiate
crot.c3) introspection have blocked progress towards controlling
€. The wir Force does not krnow the extent of the problem znd
trheretore what s rneeded to correct it (21:--3! More

vmpor tantly,, Senitor Air Force leadership has ret to be conuvinced
of the cost and mission i1mpact of the ESD problem.

ot everyome n the Air Force has been slow to recognize the
zigrificance of the E3D problem. For several ryears there has
bezn a grazsi-roots effort within the Air Force to comtrol ESD
Foweuver, this effort has been unorganized and ineffective (33
Set--y 3Ti--, 3FZi--1, The weaknese of the grass-roots effort
z« 2t5 because there 15 no unity of effort to standardize and
ervo. ce control preocedures, and allow far an exchange of
yrntormation. The Navr, on the other hand, has deslt effectivsl.
w th ESD. In fact, the two major Department of Defence
publicat i ons for the control of ESD were developed by the Nauvy,
For the Air Force to have an effective ESD control program,
zeniar Air Force management must first become i1nuoluved. COwen J.
“Aomteer, a Weztinghouse Electric Corporation technical advisor on

Hy s -

o
b
I

}2' glactronic component reliability matters, hit the nailt on the
o rexd mhen he wrote (8:189):

“2n

LY

2

<
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y To achieve implementation of any ESD preventive '
N measures, management must be convinced. Complete and :
thorough implementation requires that management be ,
educated to the fact that the static problem 1s real

o and that corrective measures are cost-effective. A
'f{ hat f-hearted commitment will not accomptish much for
-i}: very long. The management level to be reached will
A depend on the costs of recommended actions.
(%00

) Since ESD is an Air Force wide problem, the "management level to
A be reached” is the Air Staf+f.

<~
E-:-“. SIGNIFICANCE OF THE FROBLEM
B "

As Chapter Five of this paper will show, the absence of a

';i comprehensive Air Force ESD control program represents a missed
;:&: opportunity to enhance the reliability and maintainability of the
QYN Air Force’s weapon systems, while at the same time enjoying a
‘}g cost savings in the millions of dollars. The impact of ESD on
2 mission effectiveness and life cycle cost will only increase as
@ the Air Force acquires new systems, such as the E-1 bomber and
25D Feacelkeeper missile which are heavily laden with ESD sensitive
SN components.
-
-

- ASSUMFTIONS AND LIMITATIONS
"N The goal of this research project is to inform senior Air
'¢$~ Force leadership of the need for a comprehensive Air Force ESD
jﬁ control program. PFrimarily, this paper will focus on the
: k: problems of ESD within base—-level maintenance organizations and

! Air Logistics Centers (depots). Not directly addressed are the
,{ many other Air Force organizations which handle electrical
’i{ components and also need to be involved in controlling ESD. Such
s organizations include procurement, supply, and operations.
;ﬂ{ Further, it is recognized there are some Air Force organizations,
e such as the Aerospace Buidance and Metrology Center (Air Force
L Logistics Command) , Newark Air Force Station, Ohio, and the Rome
[ Air Development Center (Air Force Systems Command), Griffiss Air
AT Force Base, New York, who already have effective ESD control
-3{ programs. However, the strength of these programs is
. attributable to the expertise of their people; an expertise not
{q typically found in a depot or field maintenance organization.
Y Thus, the aim of this paper is to encourage the estab)ishment of

effective ESD controls throughout the Air Force--to include the
. base and depot maintenance levels. An ESD control program of

:s this type would ensure technicians/supervisors assigned to such
‘- places as a depot at Kelly AFB, Texas, an Avionics Squadron at
Clark AFB, Fhilippines, or a Field Missile Maintenance Squadron,
at Minot AFB, North Dakota, fully understands what steps must be
accomplished to control ESO---and takes them'

T R L N N PN AP o
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& The purpose of this paper i1s to document, in layman‘s terms,
' a case for the development of a comprehensive Air Force ESD
control! program, To start, Chapter Two will give the background
N on ESD and discuss types of ESD caused failures. Included will

-~ be a review of why these failures often remain undetected.

: Chapter Three will detail private industry’s 1nitial response to
the ESD threat and seven steps commonly taken to establish
effective ESD controls. The fourth chapter will analyze the cost
W ) of implementing ESD controls and Chapter Five willl address ESO

N controls in the Air Force. The sixth and final chapter will

ey contain findings and recommendations. A proposed Air Force ESD
e Control Frogram regulation will be placed in the appendices of
this paper.
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Chapter Two
ELECTROSTATIC DISCHARGE

BACKGROUND

ESD is similar to the shock received when touching a !
grounded metal cbiect after walking across a carpet or removing
clothes from a clothes drver. It is generated by the rubbing or
separation of materials or even by flows of liquids, vapors, or
gases. Examples include: air through a nozzle, belts or fabric
moving over rollers, rubber tires rolling along a highway,
conveyor belts, paper running through printing presses, and tape
being pulled from rolls (28:1; 21:-->, Once generated, the
static charge is stored on the nonconductive material and remains
unti) discharged; whether suddenly or slowly over a period of |
time. In the case of someone walKing across carpeting, the
discharge oczurs when the individual touches a door knob. In
more technical terms, ESD is "a transfer of electrostatic charge
between bodies at different electrostatic potentials caused by
direct contact or induced by an electrostatic field (20:3)."

Advances in microelectronics have resulted in electrical
components with increased capability, reduced weight and size,
low operating power requirements, and many other advantages.
Howsver, these advances have also caused an increase in the
number of ESD sensitive components (1%9:1). During the mid 1?70°¢
lese than 10 percent of the components in use were ESD sensitive;
by 1981 40 percent of the components in use were ESD sensitive.
Now dars, over 60 percent of the microcircuits produced are ESD
censitive (6:22). Furthermore, current microcircuit technologies
and designs have resulted in components sensitive to ESD voltages
at low as 20 volts (3:28),

In order to prevent ESD damage during production,

B microcircuit manufactures have incorporated certain protective 1
- designs. In the early 19707s these designs were effective to )
about 1000 to 2000 volts. Today some protection to S000-8000 !
; volts is possible, but 3000 volts is a more common maximum. The !
:3 basic structures in many circuits are very difficult to protect :
3& (21:--). Static generating materials are everywhere around .
o us-=-voltages I1n excess of 30,000 volts are possible '
'hﬁ t20:Table IIl>. The ESD caused damage can occur at any time |
: during the life of the component--manufacturing, assembly,
- labeling, packKaging, shipping, or installation. Further, in
N totally unceoentrolled environments, worst case ESD can immobilize '
s virtually any and all electronic systems (21:--)>. Listed below .
.¢$ 3re some typical sources of static charges.
:“l
.~ 5 !
1}
e
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Electrostatic Voltages

10 - 20Y% 65 - Q0%
relative relative
Source of static generation humidity humidity
;
d
Walking across carpet 35,000 1,500 4
Walking over vinyl floor 12,000 250 j
Worker at bench 6,000 100
Vinyl envelopes for work instructions 7,000 &00
Common poly bag picked up from bench 20,000 1,200
Work chair padded with polyurethane 18,000 1,500
Table 1. Sources of Static Generation (20:Table I11)

The following is a real world example of the ESD threat.
Farticular components from the guidance and control subsystem of
the Maverick AGM-65 Missile system were found to experience total
or partial failures following the removal and replacement of
certain other components. ESD was the cause of damage. A survey
of the static charges at the work station found charges on the
technician in the range of 200 to 600 volts, and 18,000 to 20,000
volts on two pieces of equipment used during maintenance (28:2).
These are significant voltages in the light of the low voltage
thresholds (20 volts) of some components. In fact, a 20,000 volt
ESD event can damage virtually any logic circuit (21i--)!
Controlling dangerous ESD voltages in the work environment is
complicated by the "voltage field" of all static generators.

Every charged object is surrounded by a voltage field, much
like a magnet is surrounded by a magnetic field. Thus, a
sensitive component doesn’t even have to come in contact with a
charged object to be damaged. It can be damaged or acquire a
charge, which later discharges destructively, by Jjust passing
through the objects electric field (1:3; 21i:--).
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FIGURE 1. Charged Field of a Technician (1:3)
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’*:{ When ESI damage does occur 1t 1s not unusual for it to

Qi remain unnoticed. This is because the voltages involved often
WX fall below the human threshold of awareness-which, depending on
Ve who you ask, 1is between 3,300 - 4,000 volts (1:2; 4:8). Thus,

3\ the "spark" is never seen, heard, felt or otherwise noted by the
ﬁyﬁ technician (21:~-). Further, in most cases the human eye can’t
‘nj. see ESD damage, 1t takes a scanning electron microscope. The
?“s: pictures below graphically illustrate the problem of seeing ESD
‘\ damage on an integrated circuit (13:145).
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L FIGURE 2. ESI Damage in an Integrated Circuit (1:3-4)

o The hole depicted above 1s only 6 microns (0.0002 1n) 1n

RO si1ze and can not been seen by the human eye. In other instances,
IS

even with the aid of a scanning electron microscope, damage 1s
virtually invisible or hidden beneath metal electrodes. These

e et s
R ST R R Ly

"

ﬁ."".*:’:-,
NN M

s



www ————— el Ban Saaasae 4 DA A e Ak St 2t Rl Bl Satoddc i Rt ube b aid med SRe Areh Ad A S Aadh Bod and anh and eafh Aadcal daloasheer S She Sk Ahe A VT i

require special 1n depth ¥a1lure zxnalveis procedures (Zli--1, In
either case, damsge of thiz =1ze can not be 1gnored now or o the
future. The next generati10on electrontc components will contson

multiple tramsistors n areas the s312ze of & mrorons V2d1--2, The

loss o multiple transistors would significant impact the

operations of most an. electrical component, |
'
lee ot zcanming 2lectron microscopes has revealsd that :
exposure of some components to ESD ma. only result 'n a weakening :
of the component., FRegretfully, the weakKening may go undetected . !
becsuse the Jamage 13 not sufficirent to cauce total failure or
atnormal 1ndicationse during bench check. Thus, the componernt may f
be placed 1nto operation only to ¥a3a:11 3t 3 later and possibly» s
critical date, These Kindse of occurrences are called latent \

farlures which w!ll be discusszed 1n the next section.

TYPES OF FAILURES

There are two tvpes of ftairlures caused by EZl--upset and
tastrophic., lpset farlures are ntermittent maltunctions (sott ¢

s

+ ")
a

i1luresy of electronicz caused by an ESD spark. The spark
resylts 1n norse ar erronecus signals which may be picked up b
the equipment = circuirtry, This mar result 1n a loss Of !
intormation or temporary distortion of the component s output, i
Proper operations resume aftter the ESD event, with no rezultant

erar tneslorng digr tal

Flardware Jdamage. In a2 worst ca
t ] computer (324:--1, an

equipment, such 3: an 2i1rcratt

D) 'Il

E=Zl svent mary Vock-up a carcurt or whu]r gsrztem, UOperationg ol h
not rezume untyl re-entry of ntarmatian orf power ing dowrn and

re~sequenc i ng the egquipment 318} Lli--, Unt¢cortunatel,, these ‘
"blips on the screen”, system crashes, or temporary lapszes 1 n :

operatyon are often humorcusl s paszed-ott as “gremline" and never
reported. [+ proper reporting dows accur, the ESD event ma.

cti11l remain unreported., Thie 1z becauze the maintenance

techrnician can not duplicate the #31lure or the equipment p3:zse: Ny
bernch check and 1s placed back 1n service «adi--1,

Jrlike upset +ailures, which ocgur when the equipment

operating, catastrophic farlures thard farluyresy camn CoCur an. s
times; including maintenance, checkout and operational use. ‘
Further, catastrophic farlures mar result n ncoticeable K
degradation or total failure of the component., Thesze t.pes of K
failures can be caused by an electrical discharge +rom a per zon
or an object, passage through 3 "charged fi1el1d", or 3 high
2 vol tage spark discharge., By far, the largest portion ot v
catastrophic ESD failures are immediate, howeuer, some
catastrophic failures don’'t occur immed:ratels +ollouwing e-paosure
to ESD and, i1nstead, become latent fai.lures «ZzZ0:12; 21:--,
Latent ESD failures have been defined as ". . . a
. time-dependent malfunction that occcurs under use conditions az a
ﬂyf result of earlier exposure to electrostatic Jrscharge that I3
% .
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not result 1n an mmediatel, detectakble problem +~:S4. ., "
Further, according to George R, Berbeco Z:l:, Fresz dent ot .
Charleswater Froducts, Inc, (a3 manutacturer o+ ESD protect.

productsy the definition o+ a latenmt 30 lure ", , , sugQests that
an JC tintegrated corcusrt) cCcan be subjected to repeated expoIure
) ¥

T

to static charges less than wmould cause & Jirect arlure, but
r ezt.," Trese latent

that thece charges a
f

e cumulative 1n et+
failures ma» occur the

ee ditferent wa.3s 104l

) . - A component remains within spes +cat oz oaster ED
ot exposure but later, while 1n use, degradez to an
;:f out~of-zpecification condition, :
X2 , |
K/ - & component remains within speci ¥ C3tiane atter
N exposure to ESD, but Jdegrades sufticentl. to cauze

a discrepancry at a higher zxssemb! . le el
4y

ﬁﬁ - A component +ails to mest speciticatiorz: Lecause ot
232 ESC exposure and remains undetected 3t the higher
s assembtly tewe! wuntyl turther Jegradat rn ZIIlurz with
1 time,

. As Mr, Berbeco suggests, latent +ailuresz ma. resylt +-om
’f repeated expozure to ESD. However , the aventual taotal +a3)igre of
j{: an ESD weakened component mary not occur unt 1l the component s
~i= subjected to strece, This stress Mma- be 11 the +orm o4+ i Je
! temperature ranges, mechanical shock, or high g-torces + 1&;7~4

For an aircraft in combat, this tvp2> ot +a:lure could prove
fatal,

e
;j Combating latent ESD 4ailures 18 dirfficult because ot the
.:i uncertaint. of whern the damage 3ctuall. coccurred---duraing
& manufactur i ing, assembl ., shopment, nstallzxtion, etc. Further,

the concept of an electrical componert weaken ng Just Tike a
human muscle, and later fai1ling, 15 ditticult +ar zome pecple to
grazp.

1

4

L &

In provste (ndusetr», the e«istence ot latent failure
beer 3 subjyecst 0+ zome Jdetate. In 3 paper ent i tled Laternt 0
\

th

£

+

Farlures «10:41-45 ) presented to the 1T IVl inovs Irstrtute
Tectnolog.: Ressarch Institute sponszored 17582 Electrizsl
Dveerztress BElectrastatic Discharge S,mpos um, the e-i1stence 4

"

DY E2E

S latent failures was gquesti oned. The gsper = authors 3nal.ced the
. results o+ tuo studies funded by MNARVSER Maval Zea Soztems
G Command: and MNeSs MNational Aerconautics and Space
X AJmIin o strat o oan, The» concluded, "Latemnt EZ[ +3ilurez are a
) real ot The. alssc . dentified the +allawing k= Ispects o+
o~ Tatent $a3ilyres tosde g
.
\.;'
N - There 2z no krdwn way *0 3Ireer Lut potent,al Jatent
,_ E>D *tailuyres prior to shpment,
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- The end user 1s particularly vulnerable because ot
the many tiers of handling from manufacturing to
1nstalliation.

-, - Failure analysis 1s not likely to i1dentify latent
. failures.

- Sometimes a cumulative degradation occurs at 1ow
* thresholds of static exposure.

. Clearly, latent failures are a sinister aspect of ESD

3 because they can remain undetected and undetectable +tor long

{ periods of time. Further, these latent failures may occur at the
> least desirable times-—-such as an aircraft flying with zero
visibility attempting an i1nstrument landing. [lespite what 1s
Fnown about ESD, the latent ESD caused faillures remain relatively
mysterious. In general, both theoretical and experimental
studies of potential latent ESI damage mechanisms have not been
done. There 15 reason to suspect that ESD may cause accelerated
aging due to these mechanisms (21:--).

WHY FAILURES ARE NOT RECOGNIZED

Une of the biggest stumbliing biocks to building a

. comprenensive Air fForce ESD control! program 1s the tendency of

s people to doubt the magnitude or exi1stence of the ESD problem
(8:18%). One reason for this 1s that most ESD damage remains

o undetected. A [epartment of Defense handbook (DOD-HOBRK-263) on

o ESDL 1dentifies several reasons why ESD failures are generally not

o recognized (20:111).

- Some organizations are accepting high failure rates
or even low failure rates (much less than 10%)
21:—--) as normal. Replacement parts are procured
; rather than 1dentifying and solving the ESD problem.

Q - Fai1lures are oftem miscategorized as random,

i unknown, 1nfant mortality, manufacturing defect, or
a variety of other cateqgories. This
miscategorization i1is due to i1mproper or no failure
analysis.

“” - Few facili1ties have the equipment, such as scanning
{ electron microscopes, or experience with i1nternal
circuit fai1lure analysis procedures (ll:--) to
ident1fy ESDL caused failures.

; - Failures don't always occur 1mmediately, but may
~ result 1n latent defects.

- Analysis of ESD failures are i1ncorrectly blamed on
M3 electrical overstresses due to transients other than
o stati1c electricaity.
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Another reason ESD failures are not generally recognized,
Jing to Captain Jeffrey M. Cukr (34:--3, Electronics and
ter Branch, HQ Air Force Logistics Command, is that:

5 %%y ]

o

.

I the past, because of the Jif+iculty in performing
tailure anal-z(s for ESD (special equipment, expensze,
dJestructive analwvsis, etcr the "proot" of the ESD
problem has been 3 "back-door" or inductive approach.
The bernetits of an ESD contrcl program were usually
shown b» implementing ESD controls in a test
environment. The effects of the ESD controls were
measured bs comparing the average number of man-hours
o6 components used to repair a piece of equipment,
production rates, etc., betore and after implementing
the contrals.

ther woards, 1t 1 better to select electrical components for

ttivity testing based on failure rates, rather than a

random selection of compornents for testing. Such a change 1n

approach would better 1dentify the problems caused by ESD, thus

AJ

enhiancing awareness of ESD.
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Technolagy's continued trend towards miniaturization of
rical components appears to be accepting ESD sensitivity
ceptable cost of improved performance and increased
exity-=this dictates the establishment of strong ESD contraol
ams. The next chapter will look at private industry» s
rences implementing ESD controls. Specifically, two areasz
be addressed: (1 private industry’'s early attempts at

o

=,

eztablishing ESD controls and (2) seven steps towards
rmplementation of an effective ESD control program.
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Chapter Three
ESD IN PRIVATE INDUSTRY

BACKGROUND

Static electricity has been a problem ‘for manv vears,
however, not until the early 1270°=s did the problem of ESD
receive the attention it deserved. Interest continued to grow
throughout the 70°s as the number of microcircuits used, and
sutisequent ESD caused failures increased. Despite gQrowing
interest, by the tate 70°s many companies still had not
implementsed any ESD controls. @& speaker at the 197% EQS/ESD
Symposium reported (3:23):

Today, ESD controle are not widely implemented for
electronics. Comprehensive ESD control program
requirements generally have not beern contractually
specitied and relatively few contractors have taken
the initiative to implement ESD control proagrams
internally and impose effective ESD control
requirements on their subcontractors.

Early attempts to implement ESD controls where hampered for a
variety of reasons. Frovided below are four of the more
sighificant reacons.

First, a major reasan +or the lack of ESD controls was the
total lack of understanding of ESD by those responsible for :
implementing ESD contrals., This was evident at all levals at
which ESD controls were needed--program management, procurement,
engineering, manufacturing, packaging, storage, field
maintenance, and quality control. Poor training contributed tao =
this lack of understanding and resulted in & number of fal=ze Y
assumptions as to how ESD control programs should be implemented
(2:28>. A good illustration of a failure to understand ESD is
the supervisor who installs conductive floors to provide a medium
tfor bleeding charges off technicians, but fails to require the
technicians to wear conductive footwear, thus negating the ESD -
control characteristics of the conductive floor (13:145-142)., )

The second reason for the slow implementation of ESD
controls was the lack of hard evidence proving ESD e negative
effects., Many failures were too small to see with the
state-of—-the-art microscopes and usce of a scanning =2lectron
A microscope was considered too expensive (13:145y. When obvious
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damage could be seen, the cause of failure was either
miscategorized or not categorized at all. The miscategorizations
included power transients and testing errors (3:28).

3

The third reason for the sliow 1mplementation of ESD controls
was limited awareness of the probiem, directly attributable to
the lack of basic technical data on the subject. A variety o+
ESD articlies had been published, but it was not practical for
individuals tasked with controlling ESI to gather these

miscellaneous articlies. There also remalned many controversial
issues for which few articles had been written and more research
was required. Further, since ESD was not taught in college

courses, tew text books on ESD had been published (3:28).

The fourth reason for slow implementation of ESD controls
was a lack of a technical forum for the exchange of ESD

experiences to i1nclude successes and failures. This problem was !
remedied by conducting a static awareness seminar, initially 3,
sponsored by the I1T Research Institute and the Reliability k
Analysis Center (Rome Air levelopment Center), which later p
evolved into an 1nternational symposium on ESIH. However, as i
reported by Danial J. Burns (21:--) of the Microelectronics
Reliability Division, Rome Air Development Center, there was a ﬁ
reluctance to openly discuss certain issues during the early ESD -~
Symposiums because: ﬁ
S
...1t takes a measure of humility and leadership to -
"air the dirty laundry” of an ESD problem diagnosed
and cured (perhaps at great cost) 1n a symposium :-
setting. Eventually, many followed suit after -
initial expositions by calculator companies and :
defense contractors. ;
Dlespite a growing awareness of the four Just mentioned :
problems, 1mplementation of ESD controls continues to be -
difficult. Today, many companies continue to wrestle with the -
problem of how best to implement ESD controls. Fortunately, S
several companies have been very successful. A review of case }‘
studies and literature concerning these successes has revealed 2
certain axioms about the implementation o€ ESD controls. The o
next section will discuss these axioms. .
IMFLEMENTATION OF ESD CONTROLS e
Implementation of ESD controls is often based on a var . ~ty &
of 1ssues includinrg the level of maintenance, work environment, }?
dollar cost, and ESD sensitivity of equipment. D[Cespite these o
many variables, there exist seven axioms about how best to o
implement effective ESD controls. These axioms are discussed .
below. 5,
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ij:j Z. FRemowval of all static gernerators such 33 s=t-rofoam,

'wﬁ' paper, nonconductive tape and plastyoz, and certzn
< tepes of clothing td:2Z2r.

X
:; . A1y Bl protected areaxz are o adentified through the
V:x use of warning S1gns (18:“ S,

b
“:’ 4. M“ccess Yo protected areas wil)l be restricted to those

people who have be trained and are properltsy attired,

N of  are 2zIor ted and prevented from Coming 10 oContact
‘:i' with senzi tive Ccomponents C20:230,

::; S. RAreaz with hiaghly senmzi tive componerts follow these

- addi tional precautionz: conductivwe Clothing, Ccontinulus
e stat o momitoring, and use oFf an o qonizer (1diZIog,

- “lonrzers dispenss both poszitive and negative 1ons rnta
A the air thue newtratizing EZD chzrges 1n the raomed: ate
.tﬂ work sres 20400,

-

s Implementat cn of the proceduresz aporoach 1z Jifficult
y becaucze of *he man, people--manufacturer, shipper, techn.coian,

v operztor—-who all have an oppor tynitsy to damage the component
;. T1Ze1 230, Howewer, thie approach s more common!+ emploved
f becausze 1+t = not restraicted to the controlled ernuvirconment of 3
b laboratory, It ma- be used 1n such diverse arsaz 23 shipping
2 docke and flight lines. No matter the spproach selected
- -~facilities or procedures-—as long as the human factor 12

present, ESD protected arsas will never be 100 percent sffective,
Y One w3y to the minimize the impact of the human factor = through ‘]

., the estxblrshment of certain precautions to follow when handling g

fi; Exl components 21320, ]

- ]
ub Eil Hand)ling .
_,} Curing the 15921 EOSCESD Zvmpozium, one speaker woiced hoos g
N belief that improper handling and storage wis the majgor cauysse of .

':i‘ EZl damage on the aszembly Tine (71250, I rezalit,y thiz ms. e .

.ﬁ?i true at all lewelszs to ynclude production, tezting, handling, .
Xy packaging, and use, To address this problem, the Department of A
P Ceternze publicshed an ESD protection handbook whrch cutlines
?3 genera) Quidelines for handling ESD rtems, Lizted below are zoms a
i: o+ thaose gurdel nez (20:45-51): .

'i} t. Feople handling ESD szensitive component:z shoulag be :
%4 trained, tested, and certifti1ed. Untrained personnel ma.

%f- nat handle ESD senszitive componenmts ocutside ther
?;. protective packages,

:}H Z. When ESD senszsitive compoments are handled outside their :
Ay protective packaging, shunting devices should be uzed o y
e prevent touching ESD zenzitive partsz or electrical runs. .
[,

- 3. wmssure all containers, tools, tezt equipment and :
; t1.turez uysed n ESD protective areasz are properl. .
grounded, Hynd tools zhould not have nanlated Fandles )

e .
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Tnole with 1nsulated bandles should be treated and
re-treated periodically with a topical antistat.

4. Work 1nstructions, test procedures, drawings and =imilar
documents used 1n ESD protected areas should not be
covered 1n common plastic sheeting or containers.

S. Fersonnel bhandling ESD sensitive components should avoig
physical activities which are static generatinc in the
vicinity of ESD sensitive components. These actaivities
include wipi1ng feet and removing or putting on smocthcs.

5. Fersonnel handling ESD sensitive components should wear
ESD protective clothing. such clothing will be
monitored periodically with static meters. Common
synthetic clothing can be a static hacard and wort
habits must be developed to prevent 1ts contact with ESI
sensitilive components.

Feriodic continurty and resictance checks of connectiors
to ground (1.e. wrist straps and floor mats) should be
performed to assure compliance with grounding resistance
regquirements.

~J

2. Frior to opening an ESDH protective package, neutralice
the charges on the outside ot the pachtage by placing 1t
wn an ESD grounded work bench.

?. When ESD sensitive components are manually cleaned with
brushes, only brushes with natural bristles should te
used and 1onized air should be directed over the
cleaning area to diszipate any stat:ic charges.

The detail and e-tent of ESIH nandl ing procedures 13
jeperndent on such factors as ESD sensitivity of the components,
quality of the ESL protected areas, training of personnel , and
tre ¢t pes of ESD protective materials and equipment availlable
(3:32) . Ideally, ESI handling procedures should be made as fool
prcof as possible. For example, the problem of forgettinmg to use
ground floor mats at ESD work stations can be avoided by the
installation of conductive floor tiles (22:--).

Though these special handling procedures may seem like more

wort than they are worth--they’re not. As will be shown 1n the
ne 't chapter, the 1mplementation of ESD handling procedures mav
contribute as much as a 2300 percent return on 1nvestment.

However, the effectiveness of ESL bandling procedures 1s
dependent on the training of personnel to use them.

ESD Training

ESD training should be provided to anyone who specifies,
procures, designs, or handles E£50D sensitive components: including
*he supervisors of these people. The best handling procedures
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i} and most extensive ESD protected arsa will not provide the nezeded o
v,: protection 1¥ people don’t understand their use. At a minimum, Ky
e ESD training should include theory, identification of ESD L
sensitive components, handling procedures, grounding satety :

A precautions, and the need for, use of, and trpes of ESC o
L3« . . - . «
1{ protective packaging (20:60)0., N,
L iy
- A critical aspect of ESD training 1 it must go bevond the )
- d 9 )
A E training of the technician. ESD training must be a total pe
e awareness training which targets anyone who might come in contact 2
L5 with an ESD sensitive component. This includes individuals who ‘;
:9 transport and deliver ESD sensitive components. Management -
pereonnel must also be trained in order to implement and suppoi t &

<

-
= t 4
AR

an effective ESD control program. Further, anyone who enters an .
ESD controlled aresa--janitors, secretaries, ar visiting Al
personnel-—-must know about ESD to avoid compromising ESD controls ’
" (14:21>. Given an untrained person does come in contact with an -
bﬁ ESD sensitive component, damage might still be avoided if the )
) component 1€ properly packaged. g
b o
. ESC Protective Fackaqing ‘
e For an ESD control program to be totally effective,
{f censitive components must be properly packaged in material
o specially designed for ESD protection. FProper packaging can
}: prevent damage caused by triboelectric generation (generation of §
v static within the packaging by sliding, vibration, or other o4
mechanical motions), direct discharge +rom a charged object or
-g. person, or passage through electrostatic fields generated by a ﬁ
v\: variety of items to include conveyors and motorized carts. Such -
T problems have occurred in the past where a component, tested and :
': certified prior to shipment, fails to operate when installed., As 0
i previously mentioned, the identification of an ESD sensitiuve U
g) components is also important. Even if the component is properly :
W = packaged, if the package ic not properly identified as containing b
Y an ESD sensitive component, the component may be damaged during o
ﬁ- opening becaucse the technician didn“t Know to take the neceszsary :Y
) ESD precautions (3:33)., Ultimately, the eftectiveness of any .
e special packaging and handling procedures ic dependent on the e
i\ enforcement of those procedures. ‘
N o)
i: ESD Control Program Monitoring ;
e >,
,: A strong PDuality Assurance (@A) program is essential to an ;
i effective ESD control program. A QA program would certify ESC -
. protected areas prior to use, verify conformance to the static g
;b generation limitse dictated by the most sensitive companents being .f
ﬁv handled, and perform periodic audits to assure their continued >
a compliance, The ESD control program monitoring should not start )
54 when the sensitive component is received by the user., In 5
bt actuality, the control program monitoring should begin when a \
— sensitive component is in design. While 1n design, -

ESD sensitive items, analysis of protective circuitry, and the X

? considerations can be given to: selection and identification of Rt
f
[}
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ESD marking of documentation and hardware (3:32). Once the 3;
component 1s out of design and ready for produdction, then an ESLD 'Q
control program review should be conducted. }P

ESD control program reviews verify the effectiveness ot the
contractor’'s ESL protected areas, compliance with ESD contraol

5 4

requirements, ESI precautionary procedures, training, and the {j

pactaging and Yabeli1ng of ESD sensitive 1tems for delivery :ﬁ

v3:34) . The degree by which the contractor s operations must p

camply with ESD control procedures 1s dependent on the design ot Dot

the component 1n question. ;;

~,

ESD Desi1gn Requirements Q:

A

Some designs can minimize the susceptibility of components 51

to the effects ot ESD and reduce the number of ESD caused 5@
tailures. The reduced ESD sensitivity i1s achieved through the

use of protective circuits. Unfortunately, these protective b
circults don‘t eliminate ESD caused failures entirely. This 1s

Ex‘
Y
b

N

attributable, :n part, to the protective circuits own
construction of moderately or marginally ES0 sensitive parts.
Once damaged by ESD, the performance of the protective circuit 15
degraded, thus making the protected component even more
susceptible to ESD damage. A significant problem with

designed protection 1s the effect on the performance of the
protected component (3:31-32; 20:57-38). One speaker at the 1977 T
EOS/ESD Symposium acknowledged that (8:191): S

ESD protective circultry 15 often a tradeoff between “
voltage protection levels atforded and equipment .
performance. Many protective circultry techniques o
atfect the speed of the device or caircuit which may
be critical to performance.

' 0
R

Thus, there are designs which can reduce the susceptibility of ;‘

some components to ESD, but the designs don’t provide complete .

protection and they may adversely effect performance. Also, ﬁ:

there is the cost consideration of a more complex design. Q:

The costs of implementing an effective ESD control program d

are not limited to gust speci1ally designed components. There are s;

many other costs to be considered. In fact, the many costs of iQ
implementation may dictate whether 1mplementation will ever tale v

place, and 1¥ 1t does, the degree of 1mpliementation. The ne.:t ?}

chapter will address this 1ssue by discussing the experience of DAY

the Lockheed Missile and Space Company and their four year -t

analysis of the cost of implementing ESD controls. %;
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Chapter Four

COST/BENEFIT ANALYSIS OF ESD CONTROLS

COST OF ESOD

Many management decisions are based on a costsbenetit
analysis——the decision to implement ESD should be treated no
dJi¥terently. In the Air Force, a costrsbenef it analvsis which
(ncludes the ltose of lifte or aircratt might make a conuvincing
argument for stronger ESD comtrols. However, the absence of any
hard svidence makes such an argument purely hypothetical., What a
good costsbenset it analysics neede is hard evidence. Meluin H,
Cowning, ot the Lockheed Missiles and Space Company (LMSCH,
reported such hard evidence in his presentation to the 1983
EQS"ESD Symposium.

RN e VIR B Y A KR T L T I A TR A R A S . ~ur R
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According to Mr. Downing (S:é), LMST reviewed all electri
overstress failures which occurred over a four rear period. @
the sigriticance of the ESD problem began to surface and the
costs of failures became Known, "...it was realized that LM3C was
tazcing failure costs approaching two million dollars per vear.

I¥+ additional ESD controls and procedures were not implemented,
continuing operating coste would become prohibitive.," Zo they
implemented ESD controls and for the next four rears analyzed the
cost/sbenefite of their decision.,

S BE POl | LN

Their four year study looked at three trpes of costs.
Ficest, the cost of implementing ESD controls; this included the
cost of specialized equipment/materials (conductive flooring,
wrist straps, tonized air blowers, etc.), tnitial training, and
ESD audit procedures., The second consideration was the cost of
operating ESD controls., These costes included replacement of
specialized equipment/materials, continued training and the
resziduale of ESD failures (after implementation of ESD control
Their ¥1nal cost consideration was the actual coste of ESD
+a1lures., This included unexpected costs such as the man-hour
expended 1n corrective actions, paper work/reports, failure
analysie, repair actions, and the cost of the failed items. It
rnteresting to note that LMSC determined their average ESD
tarlure cost 1n 1979 was $4,500 per failure (S:%¥-10>,

(1] in
LI S Y

Their #1ndings were astonishing! In Just cne »ear the»
reduced the number of ESD caused failures, on cne producticn 1ine
alone, from 64 to 14, Only four failures were reported the
tour th year (S:14). Their company wide cost savings "...exceeded
31l expectations..." and rnumbered in the millions of dollars
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:. Four—-Year ESD Avoidance Cost Savings

34 l1st Year Savings ¥1,615,000
Znd Year Savings *1,77%,000

, 3rd Year Savings $1,790,000

) 4th Year Savings $1 ,800,000

. Table 2. LMSC Four Year Cost Table (S:Table &)

?

The above figures reflect what ESD controls can save a
: manutacturer. The question remaining is, what can ESD controls
. save the user...such as the Air Force? The answer is that ESD
) controls can save more for the user thanm for the manufacturer.

. A presentation to the 1980 EQS/ESD Symposium reported that a
study of companies experienced with ESD revealed that the
:3 “...cost of an ESD failure in field use is nearly 20 times the
o cost of detecting the failure in the receiving room (2:4)."
N
L -
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b 60
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» Relative 50 -
" Cost of N
Repair 40 %?
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3 30 N
iy :_:_\_f
Y 20 N
o
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- Assembly  (Assembled Testing Use o
3 Boards) i,
A R
. Y
. Figure 3. ESD Costs at Different Froduction Stages (2:Figure 4) 2?
‘- The true costs of ESD failures increases dramatically as the ﬂﬁ
) 1tem passes through the production cycle and 1s eventually R

delivered to the user. The greater user costs can be explained
by the increased man-hours to keep equipment operational, higher
spare parts consumptions, greater demand on the supply system,
and other logistical! support costs (2:4; 3:29). Also important
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. to note are ESD failures which decresase equipment reliability snd

o increase equipment downtime; reculting in higher life cycle

e costz. This i3 a critical consideration in the Air Force which

: retains many of its weapon systems (e.g., E-52 bomber and

e Minuteman missiler well beyond their designed life span.

(]

o~ . . .

Y . The experience of LMEC i€ not unique, many other campanies

;: have learned the financial advantages of a strong ESD control

L program. One <uch company i$ the Western Electric Company wha

' conducted their own costsbenefit analysis. Their analrsis

o] ) revealed a 2300 rate of return on their investment in a static
awareness and control program. The portion which could be

[ attributed to proper handling techniques was 00 (11.32). Thus=,

b from a financial point of view, a very strong argument can

N be made for a strong ESD control program. The next chapter will
examine the relative strength of ESD controls within the é&ir
Force.
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Chapter Five

ESD IN THE AIR FORCE

BACH GROUND

The unique demands placed on Air Force equipment dictates
the establishment of an effective Rir Force ESD control program.
The uniqueness of these demands becomes apparent 1n the words of
Mr. William H. Thompson, former ESDO Control Frogram Monitor ,
Ogden Air Logistics Center, who wrote (15:22):

In a tactical military si1tuation a replacement FCE
(printed circuit board) may undergo more strenuous
environment of field conditions anywhere 1n the
world—-—arctic, desert, oungle--and still survaive. It
may be 1lluminated by radar energy--1t may be stored
near operating heavy electric motors--1t may be
stored near radioactive sources, It may be stowed
aboard a ship being degaussed. It may be left on a
pier——a jungle supply point——in a tent on arctic
permafrost. After all these 1nfluences 1t must
arrive capable of functioning as reliably or better
than the component 1t replaces 1n the parent
equipment.

Si1nce demands on equipment appear greater 1n the Air Force than
1in private industry, the Air Force’'s ESD control program snould
be as good, 1f not better, than that found 1n private 1ndustry.
Unfortunately, that doesn’'t appear to be the case.

In the Air Force today there 15 li1ttle more than a
grass-roots effort to control ESD. For the most part, this
grass-roots effort has been unorganiced and 1neffective. These
weaknesses are attributable to the lactk of a unity of effort
within the Air Force to standardize and enforce ESD controls. 0On
a local level, some Ai1r Force units have established relativelv
effective ESDH control programs. These small poctets of success
are due primarily to someone locally (NCOIC, lab chiet,
technician) who has taken a personal 1nterest. Few success
stories can be credited to the involvement of a major command
headquarters or above. Only the Air Force Logistics Command
(AFLC) appears to have taken a more active role 1n dealing with
the ESI problem. AFLC’s ESD control program e:ercises control 1n
acquisition contract documents during depot distribution and
supply functions, and during depot maintenance. AFLC also
ensures that equipment repair procedures contain ESD precautions
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} whiizrh nust be +tol)owed dur 1nNg main.tenance actior = a2t ail levels.

ﬁ rurther, one ot ~FLC 5 man, +cnctions 1s to 1n.estraate haah
tarlure rates ot electrical conponents t. determie 1+ Bl 12 the
cauze 14:21) . [lespite thelr accomplisnmente 1 - antroiling ol

t} AFLD 12 st1ll esperi1encing probiems with impliement1ng e+tect e

-l ESl controls 1ust libe the rest of the Air Force.

E The f“ir Force g ditriculties 10 1mplamenting 2trectlve b O
controls are ot unlaibe the earl, attempts o+ pri.ate 1nductr . to
do the sam2. To highlight tre A1r- Force = probieme of

.- implementing ESD controls, this chapter will +1rst d1s3cuss +oar

. ma1or problems within the Ailr Force which hamnper the

}: 2stabl 1shment of effective ESD controls. Ne . t, three casze

A studies will! be presented to 1llustrate the relative

etfectiveness aof the Ai1r Force s present ESL control program and
rhe reed for 1mprovement.

- FROBLEMSE 1IN ES[t CONTROL

ESL Awareness

'l Jne major problem 1s 1gnorance abtout ESD, resulting +rom

A poor ESD awareness training at all levels--headguarters. base
level , and technical schools. As previous! y noted, one common
thread between the companies with strong ESD controls 135 their
reli1ance on extensive--top to bottom--training, 'he Air Force

. has no such comprehensive training program. Sbviously, trainina
L. 1s paramount because Alr Force personne! can ' t f1ght a problem

-, the, tnow l1ttle or nothing about. The lact ot comprehensive Esi
= training can be attributed to any number ot reasons, but they &l
e lead back to one major obstacle-—-lact of management attention.
Without management attention the resources needed for an
effective tralning program will never be committed. However , «1r
Force managers are not entirely to blame. Their ability to mabke
) A sound decision about any aspect of ESD 1s dependent on the

X quality of their 1nformation.

Management Attention

Management attention 1n the Alr Force towards controlling
ESD 15 lachk 1ng because of competing i1nterests and the lack of
good 1nformation. Competing 1nterests are reflected 1n the
"squeal y wheel getting the o1l" syndrome, Since managers seldom
recognize ESD as a problem, management attention 1s not given to
ESD. Management ‘s 1nabili1ty to recognize the significance of the
ESlh problem stems from the quaiilty of the ESD 1nformation they re
3i1ven. For example, E5S0 15 rarely 1dentified as the reasor +4or
tai1lure, thus management doesn’'t Lnow to react. This situation
e 19ts because 1n the Alr Force many component faillures are not
evaluated adequately to determine the extent ES[ contributed to
the faillure (14:21; 21:--). According to [an Burns (ll:—-), Kkome
rir Levelopment Center, "In cases where 1n-depth fai1lure analysis
1s performed, there has been a definite 1ncrease 1n the
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e the Taulne rodamaqe, naniagemes vt ST A dT e mia &S5 Y L wb Attt
o, Their Jx‘rmma Tremio 0 0M o P ACE utr oorderztarnogina atbout Bl
TAach Ot » NDOw' eda2 atout wha2re and whern v Gccurred., snd the
costocenetits or oam IsDocontra) oroaram.,

idertiticat.on Tr Bol hensitive Lomponentz

Identaytacatyon a1 Bl sencitiie Jrams 1Loa macar prob ded.
Without procer 1derti+i1cat10n, 1% 13 Jit+t1-alt 13 b riow what
comporents raqulire protection. The sensitivit, Gt many
comphrients Raz vet to be determined and cats)aaed becanss ot The
sosts 1nvol ved ana the laimrted rumber ot laboratories whi
mat e such a determinzti1on. A= Wit be shown Tater 1n thLcs
chapter, the .enzi1ti1.1%, o+ man, componaents 1% SEMIneS or
after damage ha- sCowrred tor zome time. [deal sermnsitivit,
shouwld pe determineld before an 1ten s placed 1nto aperatian,
Furthermore, 1n a si1tuati1on where =« 1ab ot
technici1an suspect E=D sencitiv.ty, there ~oonG o establ jshed
procedur=s tor re2questilng anal vys1s of the zuspecta2d COMConent -
tor EZll censity . 1ty The protlem of 1dentifving o530 ternzi1t!
components 15 well 1llustrated 1 Headguarter : Strate3is ralr
Commard’'s (HO SAC) attempt to 1dentity those zemzitl.e Jomponent .
uzed 1n the Minuteman Miszi1le weapon = .,.stem.

i
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In September, 1985, at RO Sl = raguest . rapresantat .es

rom 'adern Al Loairstaics Center AL andt rre: o By 0l e Lty ety
Ml"‘llé Evaluation Sqguadron 'SME-« met at Mal n=ztraom L A
Minusemar missi1ie base!l . Their 2wrpnoze was T7 O20S3rMmlie: wh="
necded to be done o 2ncure proper Bt cortr ol o, Jne Tr the
tindings was to recommend all 1tem: cSontalricra oprintadl Tirol Lt
sscembli1ex FCAe) be treatsd as [ Tel T itl.e Lulpment ., e
Feason g1ven for this +1nding was that Yo selestrLs, Teteer nuns
the zensitivity of all the laonch Facitan1es, JTaunch ¢ ontrod
'Enl!ltlE%. tr 1Ners, and s3upport =3 10Tt W o T3 st ms T
ttective (2500, Though therr 1ntentions were good, ok
sCruti1ons wou)d onl vy be marglinally 2ftect .. Ot A COompon.snT to

be oroperl, protected, evervone in.olved - oep L, zuor‘..
atc) must agree on how 1t must be handleda., s Maareemnent

should then bhe retlected 1n all appropr late “oomnical orders =nd
w1t ten procedures, ARvthing 1Tess woulg Ccacen confusyorn and
1tnconsE1stenTy 1n protection Gr Component Lot om o0 L,

Joyerning Foblimationsg

LT LMTn F S QSO ) e tor oot oestabn! porord o stear aer b
brol proaram 1 o that rerent technlgal o aerder o alreasc.s o Al

ot sotriZient controls precautions to protect aawgnct POl PrEoL

* rot totall,y trae., Lurrect !l 0 there are e moa o ;L et

J;’ Jirectives +or Luse by wir Force perzonnie

N
2';' Lo wPE 30 tG, mar Force belisbilat, <0 Fhanns o=t o
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Pz TO=-00-25-234, General Electronic Zhop Frocedures.
e DOD-ETO-1aeSs, Electrostatic [uscharge (S200 Cantral
Frogram +for the Protection of Electron.c Fartz,

Azzemblies, and Equipment,

1

[ DDD—HDBH—;:B. ESC Contro) Handbook For Frotect iocn o«
Elwctrical ngd Electronic FParts, mzzemblies and
Equigment 'ExC!udln4 Eiectricall, Initirated Explozi e
enigwsza,

AFF Z00-18 represents the onl ., zource of Headquartere &or

@

Force policy on ETl.  Re-published n Cotober 19234, RFR 200-13

simplsy ztatesz tha 0 contral procedures cuttined on the twe OO
Jirectives mentioned above should be ", . . included vn the

« packaging and hanmdling, snd repair proceszses
tor electronic ems l&330." Thiz 311z

t s well short of an a2l
r headquartersz directive which provides ma o
v guidelines +or establishment and
an EZD control program.

o

encompxzzang hi
Zommynds wi th oo
rmp lementatoon o

f

ri n

Jdesigr, manutactur
2

|

F
1
+

TO-00-2%9-234 provides 3 gQensral familiarization with 30 =snd
rncludes zome ESD control measures to prevent component damags
3nd perzonnel injury., Sty ll, the —-234 TO lacks the detail
neceszary for the sztablishment of an effective, all encompassing
EZl control program.

DOD-STD-148s and DOD-HDEBK-Z2432 do contain a 1ot of what o
needed to establish effective EsD control programs. Since th
putltrcation n Mayr 1980, these publications have become the
ztandard used by DOD organizations and private industry. In

Tom
-

¥act, TO-00-25-234 referencez these two OO0 directives and =tates
v1Er U100 "These directives taks precedence over thiz technical
ordec Lezpite the quality of these DOD directives and the -Z324
TO establishment of their pre-eminence, most base leve
electronic repair shops do not have copies available 722:i--;
Zer--3 3Ti--3 38i--1. For those organizations having copies,
ensorcement of DOD-HDEK-243 is difficult because of a disclaimer
stating 20000 “This Handbook prouvides Quidelines, not

mandatory requirements, for the establ)ishment and implementation
ot an Electrostatic Discharge (ESD) Control Frogram in accordance
wit th DOD-STD-14%24." The disclaimer, coupled with the dickbeliaf
sbout the effects of ESD, provides little 1ncentive for perzonne)
to compl s with ESO control s,

It should be noted, 1n agddition to the four previouszl.

mentiorned directives, there are many maintenance and operst onal
TOz which addrezs ESD zensitive components, However, theze

Jirectives contawn specitic requirements and do not provide the
framework for a comprehensive ESD control prograsm. Further, the

credibi bty of thece TDe 15 queztionable becauze nesded
precautions are not alwars incorporated in the TO:z,

(i x)
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The problem of (ncorporating ESD procedures
raised in an October [$84 message zent from the ]
Headquarters Strategic ~ir Command., This meszsag :
"Az theze itemz (ESD sencritiwe componentss are b :
o> Lepot, the technical data for wing level mainte z
being updated to reflect what requires ESD control . Froblems
with updating TOs continues todar. For instance, when Ts are
changed-—-the changes are not alwars technicalls correct. & good
1lTustration of thiz praoblem s 2 maintenance procedurs for the
berooard printer used in the Mlinuteman Mizsile weapon zr-ztem, ‘
A
The kerboard printer 1¢ used by Minuteman 11 and 111 ltaunch ;
Crews 0 eapon svztem tests, and Minuteman 1] crews for 4
retargetin: When evaluators of the 2P01st SMES becamse cCconcerned :
sbout t rhoard s ESD senzotivaty, thes submitted 2 TS change
to o add 0 caution. Their intention was to uze the T Chsanae
Approva Feham az a war of forcing determination of the
kesboara proainter - = ESD sensitivity Se--2. The change was
epprovesd and added to the procedure. Lntfortynatels, the most EZL
Jamaging aspects of the procedure remained., Neither the
2unluators nor the TO approving authori bty recogrized that the uze
of common brushes and compressed air Lnon—tontzed sIr ) are
extremely damaging to ESD sensttive components. Mistabes of thysz
tepe could be avoided by havaing 3 pornt of contact within the wmar
Force who can certity ESD protective procedures,
mrnother problem with Tds 12 the failure of contractaors and
manufacturers to identity to the &ir Force the ESD sensitiva bt of
ther products. This problem, along with other (=z=sueszs ralating
to the +our magor problems of ESD contraol implasmentation, ares
well exemplitired in the following case studies,
CASE STUOIES
F-1s& Aircratt
The F-14 iz 2 single engine high performance aircraft lozded
with electronic components, The F-18 A and B electrical
zubzvztems represent 1%74-1%7¢ technology with aoout 13 to 19
percent ESD sensitive compornentsz., The later O and [ modszls,
reprezenting 1¥30-1%82 techrnologr, have amn ezt mated 70 to 20
percent EZD zensitiugty, De:pnte the extreme sensitiurt. o the
F-1e, ESD requirements were not tnitirallsy incliuded on the
deoelopment or 2arly production contractz, Thus, none of the
Taintenance procedures ncorporated ESD precaugtions 151230
However , the zubsequent f31lures which occurred oue to the s
of BEIl o contraots drd not Qo unncticed.
dre group that became zuspiciouse ot F-la fzxilures wiss tothe
Tgden ~LC. Duramg the 1921 -1%22 tome frame, F-ls3s where bering
Jetivered to Ogden ALC for ztructursl modifrcatrons,  Ho
wlectr o a zvztemsz were Jirectl. noclesd, nonetheless, zome
2lectricsl Jdisconnects arnd component remoual s were regquired n
3
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support of the modifications., Once the moditizations were
completed the electrical systems were re-1nstalled and
reconnected. When operational checl -outs were accompl ished
tairlures occurred duaring self testing. Suspecting ESIt, the
Flanning Engineer +or the modification informed the prime
contractor who, 1n turn, refused to acknowledgae ESD as the cause
ct taillure. The Flanning Engineer, on hi1s own 1nitiative,
insti1tuted ESD control procedures for his operation. Si1gam1t 1cart
1mprovements were noted (3Y:--). Though this was not a very
screntific study, 1t does point ocut the problems and frustratiorns
assoclated witn ESD control 1mplementation. For the Ogden ALLC
Flanning Engineer, the question of F-16 component sensitivity 1
siowly being resolved through more scilentific methods.

dendedostedeBNNS Bodond ok

"

In December 1983, Marconi Avionics Limited (Airborne Disclay
Division!, requested Rome fir Development Center conduct a
failure analysis of devices used 1m the F-16 Heads Up [hsplav
{(30:1). This Heads Up [isplay 1s one of the components earlier
suspected by the Ogden ALC Flanning Engineer as being ESD
sensitive (39:--). To quote the conclusions of the failure
analysis report (30:2):

The devices failled due to gate oxide ruptures
apparently caused by electrostatic discharae.
Fackaging and handl ing procedures should be reaviewed
to 1dentity shortcominges. These devices are
extremely ESD sensitive.

Many aof the F-16's maintenance procedures now contain ESD
precautinons, however, there still remain some points to be made.
Firet, the case of the F-16 158 not unigque. There are other
components 1n use today that are ESDH sensitive, without beina
identi1fied as sensitive. Second, procedures need o be
established to challenge the ESD sensitivity of componente.
Without such procedures the Air Force 1s at the mercy of the
contractors and manutacturers. Finally, there 15 nothing cheap
about an F-1é6.  How much money could the Alr Force have sa.ed hao
the component’s sensitivity been established during the F-16 <
early development and production stages™

Minuteman Missile [I37 Computer

in

A major misconception 15 that older tectrnolos, component
are not ESD sensitive, and 1+ they were ESD sernsitive, the Tus
would 1dentaify them as such. Thie 1= not neceszarily true as
seen 1n the case ot tne 037 computer.

t the

The [Z7 computer 1s used 1 the 1nerti.l auidance o
Minuteman I and III missites. In 1984, 1n an attempt to jJusti+.,
ESI control costs, the area handiing the 37 computer was
surveyed by the Aerospace Guidance and Metrolona,y Lenter ikl

ESh Control Tast Group. A random sample of 1S failed 1ntograted
circuwlts (IC) were selected tor 10 -depth taitlure analyvzas.,
fearl, every IC e:hibited ESD damaae. A decisi1an was then mase
to anal yre a speci+i1ac IC (26 ;.
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The 10 zelected for turther inwestigation wx: the Fesd
Freamplifrer Catax waz accumuylated on the Fead Frezxmpl o +ier
tzrmz ot number wused and the number ot 027 computers ltingtemar
IT onl.y produced, The Jdatzx collzsctian perind coent rroom 52 02
mid 19388 cZet=-=-', The rezuylts o+ thiz 1tnuezftigatron were Broeve
Juring a 198S AGMD ztatt assistance vz b, Jurang whoth oot s
ztated that (Zer-~o

oM spent 15,041 00 19294 an DET memar .

preamplifiers to produce D37 computers. e nave seen

x TO0% reduction on orders for this particular ch.op

cuer the past 2 »ears which #3quate to 3n annuyal

zavings for this part alone of 10,542, ble hawe nmot

tncluded n this estimate the 027 computer test 3nd

repair costs, Minuteman 11 swretem test and repzir

coszt=s, and s»stem shipping costs to and trom the

t1eld of syatems +ailing prematurely due to ESD

ABMC zpent 2,972 to establish ESD contraols onm the D27
Computer area; mostls a3 one time expense, Their reported sz %z
to investment ratio was 4 to 1 (24i-->, This is remarbable
consitdering this savings i35 due to the ESC protection of juzt ons
IC AEMC currently uses ceveral thousand ICz, mozt with
sensntuu:ties simitar to the Read Preamplifirer., Further, the 27
computer wasn’t the only area AGMC inuvestigated., &GMO also

rpvestigated 3 prablem with the B-92 bomber nawvigation =.

"l
-+
B
3

-S2 Navigation Sy»ztem

s oextremely high failure rate was reported for the
~ocelerometer Restoring Amplifier (ARAY used on the B-S2
navigation svstem., During the mid {5707= the AR& had no
sensitive Circuits, Over the next ae“eral »ears, changes 10
dezign reszulted in these circuits being ESD zensitive. [ur:nyg
1?32 and eari» 19234 AGMC technicianz started to complain that

ticeable alled on an accelerameter,

ARAas would fail when sn:t
cone i three ARAz would work., i
instituted. Oramatic recsults

oA

4 Exl controls
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After implementation of ESO control s techrnicians
arted using approximatel, cone ARA per accelerometer., For
i oeffortes, AGMC enjoved an annual s = of #15,142 1
ntenance cost aman hours onlxr an an investment of FS42

- 7
oo
® ™

Tr

3
[ Y

w tm=0. A faving was alzo enyored Decause of the reductian an
parts demands (ZZ:--r., Everntually, fairled ARRT were zent +or

during which 8 was wer i ¥:1e1 th

ul
Q + 7
h(

detsiyled analy=zi =, e mREmE wer e
ed EZD senzitive (Z271--J,

The pornt of this Case stud- 12 that azzumptions about EZD
sensrtiurty Ccan be wrong. Juzt because a particular component

has been 11 the Air Force itnuventar s $or mans »2arz dossn b measrn
the caompaonent 13 not ESD zenmzi tiue, Further, th

highlights the necezs)ty of properly 1 dentif.in;
Jzed by the far Force,

zernz tive Component
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The preceding case studies are not 1solated 1ncidents, Faf
analvsis conducted by the Air Loaistics Center 1 San Antonio,
Tenwas, showed that annual support costs can o2 reduced b, Jo- 7o
percent fthrough the implementation of ESL control 2 2 senziti .=
components., In dollars and cents, a 20 percent reduction an
zupport costs represents a savinas of #¥4.1 million vear -dir

)

L.
Logistics Center (24 ,--).

The purpose of this, and the previous fouwr chaptere was o
show the si1anificance of the ESL problem and how poorly the ra-
Force 1s dealing with 1t. The nevt chapter wiil recommend what
the Alr Force must do to estabiish an effective ESD contro!?
proaram.,
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Chapter 1.

FINDINGS AND RO IMHENDST TN f

This paper Degan by =ratinag the Ar Forcse did not tiave a K
comprehens:ve program to control ESD, ting 1n the .
unnecessary, enpenditure of millions of Plars. Further, 1t was 3
pointed out that attempts to establich an effective Ay Force Esh -
contro! program have been hampered by a failur2 ot sen1or ;
leadershipo to recognicte the signiticance of the problem and a 7
tarlure cf most grass roots operaticons to 1nitiate and report d
2ttective CounterTeasures, In support of these z=tatements the ~
sources and effects of ESD and 1t=s 1mpact o0 =slectronic .
—omponente wers Jdescribed. The crperiences of private 1ndoas: }
weres "hen summariZed and trhe cost of ESD comtrol:s reviewed. i
Ne-t, problems 1n the Air Force = ESD control program were -
discuzzed, to 1nclude three case stucdies of actual ESD damsgs to ",

Alr Force components., This final chapter tates a loolk at the

timndings discussed 1n thils report and mal es "Prﬁmmendaflon: = to '
what mucst be done to effectively control EZD 1n the fir Force. K
FINDINGS .
Marmy A1 Force electrical componentsz are zencsitive to ES. i
i the trend 1n o microelectronics contimves, the number of ESD P
senzi1t1ve components will only 1ncrease. Lnfortunately, the A1 -
Force has not tept pace with the ESDH threat caused by the <
advances 1n technology, and no comprsnensi-e mir Force proaram -
=o15ts which effectively controls GRS, Furthar, the Yaztk ot .
controls has resulted 1n unnec=sszar, costs 10 the miilions oOf v
drtlars and a decrease 1n component r2liabitaitby. :
. . ; &
The Ai1r Force 15 currently mal 1na a concerted s+fort to -
IOnserve resources, ESD controls can :1qn1€1vant1v contribute to :
thico effort by reducing the demand for replacement Dart and
related cost. Untortunately, the thrqat of EST 17 not readil,
recoanized bv N1r Faorce personnel . The *hreat o th. by 1tz
very mnature, 13z difficalt tor the umintormed o unbtrained to R
appreclate. This polnt was well made durima trhe 1879 EOS B H
Symposium (1231259 j
To e uninitiated, 1t 1T maglic, and 1ts et+ects Can S
zeem 11l e the wort of the Jde.1]l to managemant plaqued Q
with unreli1able products andg 1ow vi1eld tatesa, The i
problem 15 generali1zed, 1ntamgible, and all ~
pervasive. .
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'g The Air Force needz & comprehensive ESD control program and

X ESD awareness training is a good way to start. Awarenzss
?n) training would include the most senior Air Force leadership and
) work 1 ts way down to the ryoung airmen in techrical schoal.
SN Once people are convinced of ESD s impact, the develapment and

\}q implementation of an s=ffective Air Force wide ESD control program
‘:i: will be easy.

WA
LY

I RECOMMENDAT ] QNS .

<X o o e .

i An office of primary responsibility (OFR) for ESD control

f*Q should be established within Headgquarters USAF. The .
s h establishment of such an OPR would serve to minimize the impact ¥
ST of ESD on electronic component reliability, cperational

ettectiveness, and life cCrcle costs by providing centralized

e contral of an Air Force wide problem. This office would he

fﬁ- manned by esxperienced ESD specialists whose sole duty is
e responsibility for the development, implementation, and oversight
‘iﬁj of the Air Force EZD control program. An Air Force aoffice of ESC
& 2~ would atso:

- 1. #@Appoint AGBMC as the Air Force ESD Technology Center.
20 Such a center would serve as the Air Faorce focal point
- for ESD expertice and provide assistance to the major
- commands as requested.
£} - o
2. Ensure the development and documentafi of detailed
3; harndling procedures in appropriate &ar Forgﬁ technica
IS ordere and regulations.
e g
P
Loy - . S .
r¢§1 3. Develop 3 srstem of identiftring, evaluating and
W reporting of tower reliability, lTower operational
J eftectiveness, higher failure rates, and increased
Ao syztem life cycle cost due to damage of slectronic
AR subsvstems and 2quipment by EZD.
A _ , L _
> 4, Direct the tracking of tailure ratez of suspect
i electronic components, I+ datas dictates, direct EID
B 3 simulation testing and request in depth failure analrzis
ﬁfu of zuspect components +or ESD sensitiuvity,
LI
d ) -
}EQ S, Develop and kKeep current & zet of general how
2.;~ malfunction codes relating to ESD +ailures to assizt in
P the development of a data base for continued analrzis of
i ESC in the Air Force.
.'.
o
::ﬁ; &, Work with cuppliers to encourage the development and use
5tn of improved protective circuitry on parts supplied,
?
P&
e One of the first goals of this Air Force office af ESO would
_ be to make senior Air Force leadership aware of the problemz o+
;V\ ESC, so as to obtain funding and support for the wir Force EID
ﬁg' control praogram.
VR
R
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Thetr next step would be to publish an &ir Force regulatoon
providing the major commands policy guidel ines +or the
implementation and management of the &ir Force ESC contrao?
program, =imilar to &FR &66-33 which provides guidel ines tor the
Air Force Forsign Object QDamage «FODY prewvent on program.
Attached rSee Appendix) 18 & propozed Aar Force B30 regulaticon,
This regulation 1ncludes:

T o

a
m

1. The ESD contraol program obiectives and paltic
2. FReterences tor ESD control progrsm implementation,
. Definition of terms,

4, Background of EZD and concepts of contral.,
S. FResponsibilities of the Air Staff and the majar
commands .

The neceszsity of anm Air Force ESD regulation nmas been
recaognized by many Air Force perzonnel. In 3 14 Mar 1538 letter
addressed to the HR SAC Inspector General, Brigadier Gener al
George L. Butler, the HQ S5AC Deputy Chief of Statf-Flans, Mzjor
General James P, McCarthy, stated (2§:--1:

...t be totally effective, it 13 imperative the wir
Force fully recognize the need for additional
guidance in the form of an AF regulation [on EZD) for
which MAJCOMs can tailor their respective programs
through MAJCOM supplement.,

Such an ESD regulation has been twice drafted and submitted

to the Air Staff (22:--; 25:--). The first time wass in the 2arl.

19807 by Mr, William H. Thompsan, former Ogden @l ESD Contr ol
Monitor. A more recent recommendation was made 1n September,
1984, by Captain Jeffrey M. Cukr, Electronicsz and Computer
FRescurces Branch, Headquarters AFLC. Captain Cukr s
recommendation is still under consideration, Both proposalces
provided the basis for the proposed Air Force EZD regulation
located in this paper” =z appendix.

Girven senior Air Force leadership continues to doubt the
val1drty of the ESD problem and the necessi ity of a comprehenzi e
ESO control program, an ESC reliability impact study should be
inttiated, This study would collect field repair activit, Jata
and pertorm t+ailure analysis to determine the impact of ESL or
Air Force component costs and reliabilty., Such a collection of
duta should prove the necessity of an effective wmir Force ESC

control program, In May of 1983 such a stud, was proposed L. Imk

fAssocrates, Rome, MNew York (32:--3. The propocal wage ver:
positively svaluated and recommended for 'mplementation to
Headquarters AFLC 3s well as specific logistics centers,

Al though not funded, the proposal gererated zome thought 1r the
ALCs and indeed, some action (2{:~-),.
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In summary, the purpose of this paper was to document., 1r
Pawsmen = terms, a zase for amplementation of a comprehensive fAlr
Faorces ESD control program. As discussed, ES5D 1z the discharas of
ztat12 electricity wnich. 2ven at relatively low voltages, can
Jamage approvimately 60 percent of the electronic components
oroguced today. Im totally uncontrolled environments, worst csse
£S5l covla 1mmobilize virtually anv and all electronic systems.
rivate 1ndustry s anitial response to ESD wezx the implementation
3t zp2c1al controls for ESDHD sensitive componentsz.  However, these

1

!

2aris attempts to 1mplement effective controls were hampered by
the 'age ot personnel awareness and understanding of ES5D, and tne
lac: o+ evidence proving ESIH'z negative sffects. One company ,
the Lok heed Missiles and Space Company (LMSC: ., eventually

svercame the problemse of 1mplementation and realized a cost
za,1ng3s 1n the milli1ons ot dollars. The =arl. problems
2ncountered by private 1ndustry are similar to the &ir Force s
current probltems with regard to 1mplementing etfective E5D
CoONtrol s,

The Alr Force haszs a variety of implementation problems: most
attributable to the lachk of awareness and undersztanding of ESL oo
FRlr Force perzsonnel . Further. the lack of hard evidence hac
mimdered =fforts to convince senior Alr Force leadership to
commit the needed resources to establish a comprehensive ESDH
c~ontrol program. A review of caze studies illustrated the
inettectiveness of the Alr Force s current ESD control efforts.
Aecording to an analysis conducted by the San Antonic ALC . a
savings of ¥4.1 mllion/year/ALC can be realized through the

impl =mentation of effective ESD controls.

Convincing zenigor Alr Force leadership of the benefits of
Exl zontrols should be the necessary first step toward the
implementation of 3 comprehensive Air Force ESD control proaram.
Ne: t, a Headquarters Ailr Force OFR for ESD control should be
established. Such an office would zerve to minimize the i1mpact
ot Esl on electrornic component reliabi ity, operational
effectiveness, and Jife cycle costs by providing centralized
control of an Alr Force wide ESD control program. Additionally,
1mplementation ot this program would be done, in part, by
publisning an Ai1r Force regulation for ESD control. This
reautl ati1on would provide the major commands policy guldel ines for
the establishment and 1mpiementation of the Air Force ESD control
rogram., The above recommendations are not all 1rclusive, there
are many otners. However, faillure to take any actions toward the
tnplementation of an effective Air Force ESD control program, 1S
in contradiction with the basic doctrine of the Air Force.

AFM 1-1, Rasic Rerospace floctrine of the United States mar
Force, states (17:4-9):

The capability to win tomorrow s war demands that the
Alr Force research and development efforts must not
only explolt new techmologies, they must alszo push
the lTimit=s of technonlogy to discovery anmid

breatl through,
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This statement describes a service which is at the cutting
edge of technology—-—a service who sets the example for private
industry and the other services. Unfortunately, the Air Force's
attempts to caontrol ESD is far from representative of a service
a X who 1s at the cutting edge of technology: much lTess one who 13

) prepared to "exploit new technologies." Clearly, the Air Force
%\ can 111 atford not to keep pace with changes 1n technology. Now
K ;i 1s the time for new initiatives to counter the ESDH threat so as

to ersure the effectiveness of present and future Air Force
) systems. Within the Air Force, an urgent need exists for the
= implementation of a comprehensive ESD control proaram.
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ﬁ{ LEFARTMENT OF THE AIR FORCE AF REGULATION XX-aX
Headquarters US Air Force
i Washington DC Z0O330 (date)
&
350
':ﬁ Equipment Maintenance, Engineering, and Supply
a
T;i ELECTROSTATIC DISCHARGE CONTROL FROGRAM
N
I This regulation provides major commands (MAJCOM) policy for
f- implementing and managing the Air Force electrostatic discharae
> X
P (ESLD) control program to control damage to sensitive Air Force
yq electronic systems, subsystems, and equipment. ESD control
* begins with the design of new electronic equipment, continue=
ﬁ.ﬁ through manufacture, assembly, and inventory, and remains 1n
- place throughout the life of the egquipment, at all levels of
&? distribution, maintenance and operations.
N& Faraaraph
R Furpose....... C e e et e e e s sas et e et e e 1
f? e N Ceee e es
;; R f O NC e S a t it s sttt s mauesenaaensosasnosessassssasenessnsesonsnnasald
- Terms EXpPlaine@d.uusccsaonssenssanesanssansasssnsseansscsastsscsnesd
-4 I Y E = g 1Y '
Y General Concepts of ESH Control tv. it ieererencerrenscnnnannssenesb
x4 Responsibilities RASSigned. .. v . crecutnecassnssssnossssoscononcasend
*Sﬁ 1. Purpose. This regulation establishes policy to minimize the
55; impact of ESD on electronic equipment reliability, operational
!;A effectiveness, and life cycle costs.
A5 2. Policy. An effective Air Force ESD control program will be
S implemented IAW MIL-STD-129, DOO-STD-1686, DOL-HOEk-263 and
:k TO 00-2%5-234. This policy applies to all organizations
‘k? acquiring, distributing, maintaining, testing, operating, and
7 managing ESD sensitive (ESDS) items. Each MAJCOM will assian an
- OFR to establish command policies for the implementation ot ESI
o controls (supplement required) .
o
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o 3. References:

S

N a. MIL-STO-1Z9, Marbaing for Shipment and Storage.

N

v B. DOD-STD-~1686, Electrostatic F

) tor Frotection of Electrical and Electronic F B =Mt ] ) i

‘;x Equipment (Excludinmg Electrically [mitirated E ptao

t\-

}: c. DOD-HDOEE-243, Electrostatic

o for Frotection of Electrical Farts, A=

Y Erciuding Blectrically Imitiated E:pl

g. TO D0-2S-234 (Section Y1), General Sf

L Feguairements ftor the Repair, Maintenance, and Test o+ Electranic

:J~ Equapment, Electrostatic Discharge Control .

¥ 4. Terms Explained.

ff. a, Electrostatic Discharge (S0 . A decstrustive transter

i? of electrostatic charae betweern bodies at d:ifferent electrostatac {
o potenti1als, e1ther bv direct contact or i1nduced by an

- glectrostatic field.

»{ b. ESD Sermsitive (EEDS) Items. Electrical and sledtranac

Y parts, assembli1es and equipment that are sensitive to ESD

Cj voltages. Classes of sensitivity are discuszed 1n [OD-2T0-1686

D and DOL--HDOBK--263.

.

%{ c. ESD Frotective Fackaging. Fackagina with ESD protective

; ; materials to prevent ESD damage to ESDHS 1tem:.

N

. d. Frotective Handling. Handliing ot ESDHE 1tems 1n a manner

" to prevent damage from ESD.

N

‘o 2. Frotected Areas. An area which 1s comnstructed and
% equipped with the necessarv ESDH protective materials and %
B equipment to maintain ESD voltages below the zensitivity lewvsi of
';: ESLS components handled therein. ;
N

?- t. ESD Frotective Materi1al. Materi1al capabie of one or

! more of the following: limiting the generation ot static

o electricity, rapidly dissipating electrostatic charaes over 1ts :
,: surface or volume, or providing shielding +rom ESD spart :
2 :
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- Jdizcharge or electrostatic fields., Examplesz of materials ynclude s
P tontzed air blowers, electrostat i c zurves meters, perzonnel wr gzt -
- strapsz, perzonal apparel, groundsd szoldering raons xnd test g
s equipment, and conductive table taps, floorsz, floor matsz, 3nad .
stool seat Cowersz, ;
3
N S. Background. :
. FRecent technaological adwancez in electranics have g

resulted 1n increased sen amage b ESC. The

construction d £ rr microtechnalogs haos ‘

resulted 1n n tr ExC .

vol tagesz 23 low z2z 2 s o b b F 2 Ccomponent s -

makes then extremely vulnerable to el S ::

common )y gererated (100 - 25,000 wolt arndling -
L sress. .
-~ o~
1 o '
‘“_ b Frotection of ESDS components can be provided through ‘
r. the tmplementation of relatively iocw cost ES0 -ontrole., The 1 aci ﬂ
N of theze controls haz resulted 10 high repair cost, scceszroe o
‘nj equipment Jdountime, and has reduced mission effectivenez: belzalze -
e tuzceptible components axre being damaged dur . ;
* imnzpection, handling, packKaging, shipping, =t stiarior, )
:) gze and maintenance throughout the component = <
&i N
:n 2. This regulation estabtlizhesz an EZ0 control program to ~
ﬁ: minimize the effects oFf damage by ESD. The relatiuely modest ?
N outlar» of capital 1nuvestment can be amortized within the fir=zt

. few monthe of cperation through the zavings of parts that woold .
i hauve otherwize been destroved. M
e
T ~. General Concept of ESD Control.

o 3. ESDS parts and assemblies are most vulnersble when the
i xre being handled during assembl., disassembl«, (nspection, tezt, 5
repsrr, <leaning, packaging, 3nd transporting. N
L

k. ESD protecticon canm be atforded by the combinabtion of tos
ral means: <1 ESD protective handling and <20 E3D protected

. caene ol .

- sreas., v
|

o v 1o ESD protective handling 1nvolves perzonnel =
2{ amarenesz ot the ESD problems and implementation of the necezzar,
AN ESD precautionasr., procedures outlined 1n gaverning direct ez,
e

5

.
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o "
'j%j 121 ESD protected areas are places where ESDS o
'j:< components may be handled outside of the(r ESD protsctive

o packaging without exposure to woltages above their sensitivity
Lot tzuels,

Lyt . oo

> c. The provisions of DOD-STOD-1432¢ can be tailored to match
 §{ the requirements for new or moditired slectronic srstems and
,é. zubsystems., The Statement of Work atfects the following in

“ contractual documents,
Wy

e t17 The contractor shall implement an ESD control

'ﬁs program to protect electronic parts, assemblies, and equipment,
;;: and during design, development, manufacture, assembly, test,
O inspection, packaqing, and shipment,
B

Ay - - . .
O (z2 EZD =zensitivity shall be a design consideraticr za
the end item wil) +unction within the operzational environments =z

-:: rntended.,
‘ﬁi Yy The contractor shall identify, mark, and claszi+
I the ES0 sensitive components and assemblies in design, on
;)’ erginesrifg drawings, and in the technical data.
f ? ¢4y The contractor shall develop and document detsiled

?; handling procedures for the ESDS components 1m the appropriats

- cperating and mainternance TOs.

'l'-

ey . =
s’ ¢S The contractor shall mark the ESDE components douwn
‘e} to the prln*ed circult board level and egquipment enclosuresz i th
e r the MIL-3TD-12% sensitive electronic dewvice =ymbhol. Equipment

:zj enclosure LDUEFS, doors, or drawers shall azlco be marked with the
f v MIL-STD-12% zymba) and with caution decals referring to spec i+
j?{ TOz, thus providing necessarry Quidance,
-5 Ral )
} (&) The contractor shall protect sxternal squipment
e cabinet terminals, test points, and cable connectors with
‘?; appropriate ESD protective shunts, capse and covers, Spare parts
o and assemblies that are ESD sensitive will be packaged 1n ESD
’?; protective packaging and marked with MIL-STD-12% symbol and
precautionary notice.
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d. ESID protection shall also be extended to automatic data
processing equipment (ADFE) . The ESD contraol measures should be
provided to minimize the adverse effectes of ESDH 1n the operation
and maintenance of AIFE. The following control measures should
be considered.

(1) The grounding of cabinets, operator terminals,
tape drives, memory disk enclosures to minimize perturbations and
component failures from operation personnel generated static
electricity. The use of grounded conductive floor mats and topilc
antistat sprayed on carpeted floor should also be considered.

(2) Maintenance personnel shall wear approved current
Timiting wrist straps connected to the grounded cabinets, when
changing circult boards, and testing for fai1led components.
Cabinet doors shall be marked with the MIL-STD-129 ESDH symbo! and
appropriate caution statements to turn off power and to tale
necessary ESL protective measures prior to opening the cabinets.

(3) Frovisions shall be taken for ESD protective
packaging and caution labels for ESDS replacement parts for ALFE.

(4) Frovide training for ADOFE operating and
maintenance personnel to minimice the 1mpact of ESD on tnhe

reliabi1lity of ADF equipment.

7. Responsibilities Assigned:

a. HQ USAF/LEY. HEQ USAF/LEY will:

AR

-'U

€1} Assi1gn a headquarters UOFR for the Air Force t [
Contraol Frogram.

o
A
) Establish ESD control program policy and pro.idde >
overall direction and guidance by maintaining and updating tr . - -
regul ation. iy
- . N
€3 Implement an Air force ESL cortrol ogrogram troar N
wi!ll provide ESD protection 4or all R1r force systems Juri1n3 5
desi19n, manutacture, assembly, operatiors, «nd maiterar e, a*
all levels.
4 Maintain and diztribute a i1 .t e Med tooom
readagoarters FSLU o points of caonta vt iF0Ng | -
- -
'-.
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)

Implement a cross—tell program to give ESD data
and program i1nformation to other MAJCOMs.

(&) Frovide HR USAF/IGC with inspection checklists to
verify the MAIJCOM's compliance with the provisions of this
regul ation. Frovide guidance to correct any identified
deficiencies.

(7} Direct the development and use of a set of general
"how mal function" codes relating to ESD failures for use with the
Maintenance Data Collection system.

) fevelop a system of identifying, evaluation and
reporting of lower reliability, lower operational effectiveness,
higher failure rates, and i1ncreased system life cycle cost due to
ESII damage of electronic subsystems and equipment.

b. Responsibilities of the MAJCOMs:

(1) Assign a headquarters OFR responsible for the
development of command policy to implement this regulation.

() Fublish a supplement to this regulation detailing
command policy for the i1mplementation and management of an ESD
zontrol program.

(3) Mandate ESD training for all personnel who handle
ES5D sensi1tive components and anyone entering ESD control areas
isuch as orderly room personnel, visitors and building
custaodians) . Management personnel must also be trained to ensure
implementation and support of an effective ESD control program.

(4) Establi1sh procedures for unit personnel to
challenge the ESD sensitivity, or insensitivity, of electronic
components.

<) Track failure rates of suspect electrical
components and, 1f data dictates, request analysis for ESD
sensitivity,

&) Coordinate with the Air Force ESD Technoloagy

Center for ESD fai1lure analyses, failure assessments, failure
rate studies, and cost benefit analyses.
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3ﬁ (7) Serve as a clearing house within the command for -Z
- ESD information. Implement a cross—-tell program to give ESD data ¥
}: and information to other units within the command. i
N "
R [}
(6) Frovide command inspectors with ESD checklists to P
Fx verity compliance with this regulation and command supplement. ™
s Frovide guidance to correct any identified deficiencies. L
N £
ﬁ c. Air Force Logistics Command (AFLC) . AFLC will also: Ei
Jﬁ “
& (1) In addition to the headquarters 0OFR, appoint an
”o OFR at the Aerospace Guidance and Metrology Center (AGMC), and v
L7\ each Air Logistics Center (ALC). o
'.)-:' /:'
{* (2) Resolve problems of ESIS items currently 1n Air ﬂ
?: Force inventories not identified as ESDS. Veritfy accuracy ot the <
) list of Air Force items presently identified as ESDS. !
q" ) - d
% (3 Establish an Air Force ESD Technology Center which -g
kL. will: ity
"‘:’ '.3
o, il
) (a) Act as the Air Force focal point for ESH
expertise. "
2 5
_Q (b) Assist, when requested, organizations in ﬂ
o conducting ESD failure analyses, failure assessments, failure O
X rate studies, and cost benefit analysis. ;%
» &
Y i,
(c) Assist policy making organizations with h
il technical evaluations and solutions for ESD control programs. o
- ¢l
. N
K - (d) Frovide sources of ESD training materials, o
o technical information and proper ESD control! equipment to all ::
" requesting MAJCOMs and separate operating agencies. 2]
A “
LV, (e) Frovide information to keep TO QO-2%5- 234, Dy
ﬂ? Section VII, and other appropriate publications current. o
) o
l' v l‘-q
:? (f) Develop evaluation techniques for use by ESD s
] control program monitors to evaluate the effectiveness of their "

ESL control program.

|
S

:2 (g) Coordinate with Air Force Systems Command 1n

xj developing improved ESD protective handling procedures,

:v‘ equipment, and packaging.

s

{

s =3 v
.r" ’
. ¢ N R I e > " RS I TSP AN B A O 0 i\
;!_ < ) Q,I.b o‘,u "‘. ) n X '.. AN < ‘ G A “?. u». A.. 0 .0 .. “dg"‘;‘l‘:'l. .l.v KLY S, L !, X 'E‘l




R AL A A B Bde ML A Bl v J O - v 4 § v U - g 0 v - G W J o Y _Bad

LA A -
> v S [ G,

CONTINUED ~

Li-"- 4 &

(43 Provide recommendations to Air Training Command
CaTCy an the ESD control training to be incaorpocrated in ATC
controlled courses.

(S For all EZSDS items and components, ensure
purchasing and contracting organizations specity i1n contracts,
delivery orders, purchase orders, etc, the regquirementes of
MIL-STO-12%, DOD-HDBK-243 and DOD-STD-1486.

c&y lihen no existing test data is available, direct
contractors to test item ESD sensitivity and provide test data to
the acquiring activity, as specified in DOD-STOD-1484.

(7» \Update specitic preduct TOs and engineering
drawings with appropriate warnings, notices, and instruction
whnn an unacceptable level of svstem reliabiltity due to

sutticient ESD controlszs is experienced on those items.

d. Air Force Systems Command (AFSC). AFSC will also:

t1» Ensure the design, development and production of
311 new electronic sy¥stems and equipment have a comprehensive ESD
control program IAalW DOD-STD-14686.

(2 Direct contractors to do ESD sensitivity testing
on items, provided no data is available, and provide test data to
the acquiring activity IAW DOD-STOD-1458¢&.

(3» Develop, with assistance fraom the cperating and
support commands, the ESD control measures for use by all a&ir
Force personnel who dea)l with ESDS items.

(4> For 311 ESD items and sensitive compornents, ensure
purchasing and contracting organizations specity tn contracts,
delivery orders, purchase orders, etc, the rejquirements of
MIL-STD-12%, DOD-HDEK-2&43, and DOD-STD-1é&8é.

©S)» Develop ESD control design criteria and

component/circuit protection methods to minimize the effects of
ESD.
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e. ULperating Commands. Operating Commands will:

(1> Ensure ESD control policies and procedures are
implemented in organizational and intermediate maintenance lewve)
and distribution (supply) organizations.

"

2y Assist AFLC in determining and supporting ESD
control requirements.

3 Frovide inputs to ATLC as to what ESD control
training should be incorporated into ATC courses,

(4) For all ESD items and sensitive components, ensure
purchasing and contracting organizations specifr in contracts,
delivery orders, purchacse orders, etc, the requirements of
MIL-5TD-12%, DOL-HDBK-2463, and DOD-5TD-148&.

+. Air Training Command (ATC». ATC will ensure principles
and procedures for ESD controls are incorporated in all
appropriate Air Force training courses, Inputs for appropriate
ourse material will be obtained from AFLC and Operational
Commands.

3. RAir Force Test and Evaluation Center (AFTEC)>. AFTEC
will:

(1> Develop methods, pcolicies, and procedures for
evaluating ESD control during OT&E of electronic srstems and
equipment.,

(2> Frovide ATC with OTXE philosophy, policy, and

experiences relating to ESD control to enhance the quality of
ATC’s ESD control training programs and courses,

EY ORDER OF THE SECRETARY OF THE AIR FORCE

OFFICIAL LARRY D. WELCH, General, USAF
Chief of Sta+f+f

HNORMAMD G. LEZ2Y, Colonel, USAF
irector of Administration
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